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JMU

JAMES MADISON
UNIVERSIT Y.

COMMONWEALTH OF VIRGINIA
STANDARD CONTRACT

Contract No. UCPJMU7145

This contract entered into this 25" day of March 2025, by Securance, LLC., hereinafter called the
"Contractor" and Commonwealth of Virginia, James Madison University called the "Purchasing Agency".

WITNESSETH that the Contractor and the Purchasing Agency, in consideration of the mutual
covenants, promises and agreements herein contained, agree as follows:

SCOPE OF CONTRACT: The Contractor shall provide the services to the Purchasing Agency as
set forth in the Contract Documents.

PERIOD OF PERFORMANCE: From April 1, 2025 through March 30, 2026 with nine (9) one-
year renewal options.

The contract documents shall consist of:

0] This signed form;

2 The following portions of the Request for Proposal FDC-1220 dated December 17, 2024:
(a The Statement of Needs,

(b) The General Terms and Conditions,

(c) The Special Terms and Conditions together with any negotiated modifications of
those Special Conditions;

(d) Addendum One, dated January 10, 2025;

(e) Addendum Two, dated January 16, 2025.

3) The Contractor's Proposal dated January 27, 2025 and the following negotiated
modification to the Proposal, all of which documents are incorporated herein.

(a) Negotiations Summary, dated March 17, 2025.

IN WITNESS WHEREOF, the parties have caused this Contract to be duly executed intending to

be bound thereby.
CONTRACTOR: %ASQ AGENCY:

(—DocuSigne edy:
By: Ellian T\LALSCIM- By: / ! -

\— 1215887F57cefSignature) / (Signature)

Gillian Tedeschi ! >0Uﬂ aasig(
(Printed Name) i (Printed Name)

Title;  V1¢@ President Title: Euw. ¢ Sern \aC

Rev. 5/12/21
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JAMES MADISON RFP # FDC-1220
UNIVERSITY. Information Technology Security Auditing Services
Negotiation Summary for Securance, LLC.
March 17, 2025

1. Parties agree that items within this Negotiation Summary modify RFP #FDC-1220 and the
Contractor’s response to RFP #FDC-1220 and that this Negotiation Summary takes precedence in
conflict.

2. Contractor agrees that all exceptions taken within their initial response to RFP #FDC-1220 that
are not specifically addressed within this negotiation are null and void.

3. Contractor hereby rescinds confidentiality of its entire proposal dated January 27, 2025 and all
subsequent negotiations.

4. The pricing schedule is as follows:

Pricing for Auditing Services Off-site On-site*
External Vulnerability Scanning $137.75 $141.38
Wireless Network Assessment $137.75 $141.38
Firewall and Router Security Assessment $137.75 $141.38
Server Configurations Assessment $137.75 $141.38
Database Architecture Security Assessment $137.75 $141.38
Network Scanning Process Assessment $137.75 $141.38
Web Application Security Assessment $137.75 $141.38
Active Directory Security Assessment $137.75 $141.38
Penetration Testing $137.75 $141.38
Telecommunications $137.75 $141.38
* (flat fee hourly rate that includes all billables/travel)

5. The University may also request that these services be provided as a fixed-fee project, as would
be mutually agreed to prior to services being rendered, with deliverables billed upon completion
of milestones.

6. The University may also request that these services be provided as a monthly subscription
service, as would be mutually agreed to prior to services being rendered, with deliverables
determined by monthly service requirements.

7. Upon completion of each Statement of Work, the Contractor shall submit a SWaM subcontractor
usage report in accordance with RFP Special Term and Condition J: Small Business
Subcontracting and Evidence of Compliance. Reports shall be submitted to: JMU Office of
Procurement Services, Attn: SWAM Subcontracting Compliance, MSC 5720, Harrisonburg, VA
22807 or swamreporting@jmu.edu.

8. Contractor has disclosed all potential fees. Additional charges will not be accepted without
mutual written agreement between parties, e.g., contract modification and/or change order.
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e Contact for RFP Response:

Shawn Johnson
Proposal Manager
SJohnson@securanceconsulting.com

SECURANCE 877.578.0215 ext. 115
CONSULTING www.securanceconsulting.com

the advantage of insight




SECURANCE
CONSULTING

January 30, 2025

Doug Chester, Buyer Senior
Procurement Services MSC 5720
752 Ott Street, Wine Price Building
First Floor, Suite 1023
Harrisonburg, VA 22807

Dear Doug:

Thank you for considering Securance Consulting for James Madison University’s (JMU’s) upcoming
information technology security auditing services. We have been a party to a master services
agreement with JMU since 2018 and are pleased at the opportunity to renew our partnership.

Securance is an expert cybersecurity firm with more than 23 years of experience. We have

the breadth of expertise to help JMU’s Audit and Management Services (AMS) add value to

the university through on-demand, independent assessments and insightful guidance for
improvement. We want to partner with you! Through our collaboration with AMS and IT staff,
JMU will benefit from our:

D Senior IT Audit Consultants. Our team of key consultants, which | will lead, has a combined 120
years of experience — 26 or more years each.

D Education-Sector Expertise. Securance has provided IT security services to dozens of
educational institutions at all levels and understands their unique needs and challenges,
including protecting student data in compliance with the Gramm-Leach-Bliley Act (GLBA).

D Efficient Execution. We will leverage our experience in the higher education sector to provide
JMU with a board-ready draft report within one week of completing fieldwork for each audit.

D Proven Track Record. Securance has completed more than 3,000 IT audits and other security
assessments during our two decades of service. We have completed all projects on time and
within budget, and we will do the same for this engagement.

D Proprietary Artificial Intelligence (Al) Tool. We leverage Al to identify and predict risks, security
weaknesses, compliance violations, and even potential attacks. We use generative Al (GenAl)
and large language models (LLMs) to focus our approach to assessments and cybersecurity
services on the most pertinent risks to our clients’ technologies.

On the next page is a small sample of projects similar in scope to JMU’s.

13916 Monroes Business Park, Suite 102 « Tampa, Florida 33635
877578.0215
www.securanceconsulting.com

CONFIDENTIAL



SECURANCE

CONSULTING
- Contract e Perfol
Client Project(s) :’,ZI::C Description P:':;Zme

We acknowledge that Securance may not be the lowest-priced bidder for the services required by
JMU. However, our services represent a superior value when compared to those offered at a lower
cost by our competitors. From the detailed nature of our assessment to the comprehensiveness

of our deliverables and the in-depth knowledge transfer we will conduct post-assessment, JMU

will not find a firm whose analyses and results are more accurate and exhaustive than ours.
Discussions with our clients over the past 23 years have confirmed that our slightly higher upfront
costs represent significant long-term savings.

Thank you again for including Securance in your evaluation process. If you have any questions
after reviewing our proposal, please do not hesitate to contact me.

Professional regards,
e
Paul Ashe, CPA, CISA, CISSP, CMMC-AB RP, HCISPP

President

to partner you!

13916 Monroes Business Park, Suite 102 « Tampa, Florida 33635
877578.0215
www.securanceconsulting.com
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REQUIREMENTS MATRIX

Securance has formatted our proposal according to JMU’s requirements. Below, we summarize the
contents of our proposal:

RFP Section Requirement Page No.

1. Describe your company’s plan to provide certified professional staff to perform a

wide range of IT audits of various IT activities and processes under the direction of 3
IV. Statement of the Director or staff of AMS.

Needs C. - - S -
2. Describe your company’s hlstory in workrng with any institutions of hrgher 32
educatron especrally those wrthrn the Commonwealth of Virginia. =
2. Should the proposal contain proprietary information, provide one (1) redacted
copy of the proposal and all attachments with proprietary portions removed or Separate
blacked out. This copy should be clearly marked “Redacted Copy” on the front file
cover.

V. Proposal ) ) . Cover
Preparation and 4.a. Proposals shall be signed by an authorized representative of the Offeror. “etier
Submission: - - I o
A General 4.c. Proposals should be organrzed in the order in which the requrrements are
Proposal presented in the RFP. All pages of the proposal should be numbered. Each
Instructions paragraph in the proposal should reference the paragraph number of the
corresponding section of the RFP. It is also helpful to cite the paragraph number, Table of
sub letter, and repeat the text of the requirement as it appears in the RFP. If a Contents
response covers more than one page, the paragraph number and subletter should
be repeated at the top of the next page. The proposal should contain a table of
contents whrch Cross references the RFP requrrements
1. Return RFP cover sheet and all addenda acknowledgements, if any, srgned and 5
frlled out as required. =
2. Plan and methodology for provndlng the goods/services as described in Sectlon 3
IV. Statement of Needs of this Request for Proposal. =
V.Proposal 3 A written narrative statement to include, but not be limited to, the expertise,
Preparation and qualifications, and experience of the firm and resumes of specific personnel to be 30
Submission: assigned to perform the work.
B. Specific B
Proposal 4. Offeror Data Sheet, mcludecﬁsﬁAttechment Atothis RFP. o 3!
Instructions g Small Business Subcontracting Plan, included as Attachment B to this RFP. 52
6. Identify the amount of sales your company had during the last twelve months with 54
each VASCUPP Member Instrtutlon =
7. Proposed Cost. See Section X. Pricing Schedule of this Request for Proposal 55
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1. RFP COVER SHEET | ADDENDA
ACKNOWLEDGMENT

Return RFP cover sheet and all addenda acknowledgements, if any, signed and filled out as

required.
REQUEST FOR PROPOSAL
RFP# FDC-1220
Issue Date: December 17, 2024
Title: Information Technology Security Auditing Services
Issuing Agency: Commonwealth of Virginia

James Madison University
Procurement Services MSC 5720
752 Ott Street, Wine Price Building
First Floor, Suite 1023
Harrisonburg, VA 22807

Period of Contract: From Date of Award Through One Year (Renewable)

Sealed Proposals Will Be Received Until 2:00 PM on January 21, 2025 for Furnishing The Services
Described Herein. (See Special Terms & Conditions “D. Late Proposals”)

SEALED PROPOSALS MAY BE MAILED, EXPRESS MAILED, SUBMITTED IN eVA, OR HAND
DELIVERED DIRECTLY TO THE ISSUING AGENCY SHOWN ABOVE.

All Inquiries For Information And Clarification Should Be Directed To: Doug Chester, Buyer Senior,
Procurement Services, chestefd@jmu.edu; 540-568-4272; (Fax) 540-568-7935 not later than five business
days before the proposal closing date.

NOTE: THE SIGNED PROPOSAL AND ALL ATTACHMENTS SHALL BE RETURNED.

In compliance with this Request for Proposal and to all the conditions imposed herein, the undersigned
offers and agrees to furnish the goods/services in accordance with the attached signed proposal or as
mutually agreed upon by subsequent negotiation.

Name and Address of Firm: —/@@&%

By:
Securance LLC (Signature)
13916 Monroes Business Park, Suite 102Name: __Paul Ashe
(Please Print)
Tampa, FL 33635
Date: 01.27.2025 Title:  President

Web Address: ~ Securanceconsulting.com Phone: 877.578.0215

Email: Pashe@securanceconsulting.com frax#  NA

ACKNOWLEDGE RECEIPT OF ADDENDUM: #1__ VY #2 V' #3 #4 #5 (please initial) ‘%7 & )?t?;/’

SMALL, WOMAN OR MINORITY OWNED BUSINESS:
OYES; ONO; [FYES == 00 SMALL; 0 WOMAN; 0 MINORITY [FMINORITY: 0 AA;DHA; 0 AsA; 0NW; 0 Micro

Note: This public body does not discriminate against faith-based organizations in accordance with the Code of Virginia, § 2.2-4343.1 or
against an offeror b of race, religion, color, sex, national origin, age, disability, or any other basis prohibited by state law relating

to discrimination in employ

Rev. 9/2/2024

James Madison University RFP #FDC-1220 Information Technology Security Auditing Services
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2. SECURANCE PLAN AND
METHODOLOGY

Plan and methodology for providing the goods | services as described in Section IV.
Statement of Needs of this Request for Proposal.

Understanding of the Scope

We understand that the audits Securance will be asked to perform may include but will not
necessarily be limited to those listed below. We have included methodologies for some of the
assessment tasks on the following pages. Additional methodologies can be provided upon request.

Kickoff Meeting
b Establish Rules of Engagement

| D Create | Share Client Assistance Memo
| PLANNING ACTIVITIES ﬂ

)

l External Network Vulnerability Scanning | Penetration Testing
Wireless Network Assessment
Firewall | Router | Server Configuration Review

| Database Assessment

Web Application Assessment
| IT SECURITY AUDITS

Active Directory Security Assessment

i | Telecommunications (VoIP) Assessment

Board-Ready Management Report

Remediation Retesting (If Required)

POST-AUDIT
ACTIVITIES

RFP #FDC-1220 Information Technology Security Auditing Services James Madison University




2. SECURANCE PLAN AND METHODOLOGY
Risk-Based IT Audits Powered by Al

Securance is the first and only IT audit firm to use
generative Al (GenAl) and large language models
(LLMs) to enhance its approach to client-focused

assessments. ’

GenAl and LLMs can transform how businesses across industries gather and analyze information,
predict outcomes, and make better decisions. Cybersecurity is no exception. At Securance, we use
LLMs to identify potential risks based on a client’s technologies, IT processes, and industry. We
apply this information to focus our approach and methodologies when conducting IT audits.

@’

LARGE LANGUAGE
MODELS

LLM

LLMs consider billions of parameters and ingest massive amounts of data from sources such as the
Internet, Common Crawl, which collects data from more than 50 billion web pages, and Wikipedia,
with approximately 57 million pages. While not perfect, LLMs have a remarkable ability to make
predictions based on a relatively small number of prompts, or inputs. GenAl uses LLMs to produce
content based on human-language prompts that provide clarity and context.

n James Madison University RFP #FDC-1220 Information Technology Security Auditing Services



2. SECURANCE PLAN AND METHODOLOGY
Risk-Based IT Audits Powered by Al

Securance’s program leverages OpenAl's GPT-40 model. With 1 trillion parameters, GPT-40 can
identify patterns from multimodal data, generate natural and readable output, and perform complex
tasks. We use GPT-4o to deliver maximal value to our clients via customized methodologies,
targeted assessments, and actionable recommendations to prevent security breaches. During an
initial co-development and planning session, we gather information about the client, its technology
environment, and its internal audit or IT organization.

We use this data to adjust our input prompts, which include:
The organization’s industry.
P The organization’s size.
D The security framework(s) in place.
The security tools in place.
D Whether the organization has a security operations center (SOC) monitoring its network.

D Whether the organization has an internal audit department.

Securance does not include confidential, proprietary, or sensitive data
from our clients in our prompts.

Clients can opt out of participating in our private LLM if they choose.

Based on the input prompts, our LLMs and GenAl produce information that informs our assessment
approach. Securance’s model can even predict cyber breaches, events, and failures and their
consequences. Predictions may include the potential for:

Failures in IT process controls.
Network, system, and/or application breaches based on the client’s cybersecurity profile.
End-user security failures and phishing attacks.

¥ Inappropriate access to data or systems by end users.

Harnessing the power of GenAl, Securance provides clients with accurate results, tailored
recommendations, and unique advantages that other security firms cannot match. The benefits of a
Securance assessment include:

Comprehensive risk profile.
Predictive risk analysis, including industry- and technology-specific risks.

Recommendations to prevent costly network and system breaches.

To learn how we put this into practice, please review our selected detailed technical
methodologies on the following pages. Other methodologies can be provided upon request.

RFP #FDC-1220 Information Technology Security Auditing Services James Madison University




2. SECURANCE PLAN AND METHODOLOGY

External | Internal Network Vulnerability Assessment and Penetration Testing

n James Madison University RFP #FDC-1220 Information Technology Security Auditing Services Confidential




2. SECURANCE PLAN AND METHODOLOGY

External | Internal Network Vulnerability Assessment and Penetration Testing (continued)

RFP #FDC-1220 Information Technology Security Auditing Services James Madison University u




2. SECURANCE PLAN AND METHODOLOGY

External | Internal Network Vulnerability Assessment and Penetration Testing (continued)

n James Madison University RFP #FDC-1220 Information Technology Security Auditing Services Confidential




2. SECURANCE PLAN AND METHODOLOGY

External | Internal Network Vulnerability Assessment and Penetration Testing (continued)

RFP #FDC-1220 Information Technology Security Auditing Services James Madison University u




2. SECURANCE PLAN AND METHODOLOGY
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2. SECURANCE PLAN AND METHODOLOGY

External | Internal Network Vulnerability Assessment and Penetration Testing (continued)

RFP #FDC-1220 Information Technology Security Auditing Services James Madison-Uiiiversity “




2. SECURANCE PLAN AND METHODOLOGY

External | Internal Network Vulnerability Assessment and Penetration Testing (continued)

n James Madison University RFP #FDC-1220 Information Technology Security Auditing Services




2. SECURANCE PLAN AND METHODOLOGY

External | Internal Network Vulnerability Assessment and Penetration Testing (continued)

Confidential RFP #FDC-1220 Information Technology Security Auditing Services James Madison University a



2. SECURANCE PLAN AND METHODOLOGY

Wireless Network Assessment

Securance assesses the configuration and security of on-premise controller, cloud-based
controller, and access point-based wireless networks. Our consultants will interview the wireless
network administrator and review the following security controls:

n James Madison University RFP #FDC-1220 Information Technology Security Auditing Services



2. SECURANCE PLAN AND METHODOLOGY

Wireless Network Assessment

Penetration Testing

RFP #FDC-1220 Information Technology Security Auditing Services James Madison University




2. SECURANCE PLAN AND METHODOLOGY

Next-Generation Firewall Assessment

n James Madison University RFP #FDC-1220 Information Technology Security Auditing Services Confidential




2. SECURANCE PLAN AND METHODOLOGY

Next-Generation Firewall Assessment (continued)

RFP #FDC-1220 Information Technology Security Auditing Services James Madison University u




2. SECURANCE PLAN AND METHODOLOGY

Next-Generation Firewall Assessment (continued)

n James Madison University RFP #FDC-1220 Information Technology Security Auditing Services




2. SECURANCE PLAN AND METHODOLOGY

Web Application Assessment

Confidential — RFP #FDC-1220 Information Technology Security Auditing Services James Madison University u




2. SECURANCE PLAN AND METHODOLOGY

Web Application Assessment (continued)

» James Madison University RFP #FDC-1220 Information Technology Security Auditing Services




2. SECURANCE PLAN AND METHODOLOGY

Web Application Assessment (continued)

RFP #FDC-1220 Information Technology Security Auditing Services James Madison University u




2. SECURANCE PLAN AND METHODOLOGY

Project Management

Securance is dedicated {0 performing each audit as efficlently a5 possible. The assigned
engagement manager {EM) will be responsibie for ensuring project success by faciitating regular
communication and providing status reports that will track progress, possible risks, and other
pertinent formation. Their specific responsibilities are outlined below:

f
{
|
|
|
|

{ OUR PROCESS

ON THUMBNAIL
TO VIEW THE
STATUS REPORT

The EM will manage and oversee the entire project and be
responsible for the following tasks:

¥ Project Kick-Off: Securance will hold a kick-off conference with

JMU. During this meeting, we will intfroduce our project team, and
define the project scope, objectives, timeline, and deliverables.
We will alsa review the Client Assistance Request, which is

a memo listing ail documentation and interviews required to
complete the assessment We will establish the frequency of
meetings and project status updates, key stakeholders, and lines
of communication for both JMU and Securance.

Work Plan: Within one week of receiving the notice to proceed,
Securance will submit a detalled work plan for JIMU's review and
approval. Our work plan will include due dates for all deliverables,
as well as intermediate milestones. We will update the work plan,
as necessary, throughout the project.

Status Reports: Throughout @“m_m Status Report
the engagement, JMU's iy st
project manager (PM) will

receive project siatus

reports that will identify the

past week's completed

tasks, planned tasks for the "

upcoming week, pending T T = =
requests for information, and T T
any issues and | or risks that T —— —
have been identified, with e e

actions taken to mitigate them, | —==- -

n Jomes Madison University RFP #FDC-1226 Information TechnologQy Security Auditing Services



2. SECURANCE PLAN AND METHODOLOGY

Project Management (continued)

Shared Tasks

Securance’s EM and key personnel will be responsible for the following
tasks throughout each audit:

Issue and Risk Management: Securance prioritizes issues by
{ considering the following:

i Overall impact an issue may have on the project.
| Length of time the issue has been unresolved.
[ ¢ Criticality of the issue to JMU’s IT environment.

These factors will be looked at as a whole and discussed with AMS to
determine the ultimate priority of each issue. Additionally, as part of our
status reports, we will document all project findings and related evidence
in an “Issue Tracker” document that will also be shared with AMS. The use
of this tracker helps to avoid unwanted surprises and | or disputes over
findings.

OUR PROCESS
(CONTINUED)

Continuous Improvement: We will invite JMU employees to
shadow our consultants as they execute technical engagements.
Additionally, to ensure continuous improvement of JMU’s security
objectives, our team will conduct a knowledge transfer session upon
completion of the assessment.

THE SECURANCE WAY...
Constant and consistent project communication.
Immediate communication of urgent and critical
findings.
Confirmation of findings prior to drafting.

THEIR APPROACH |

Limited communications
related to project status.

....DELIVERS EXTRA VALUE TO YOU.

Securance provides exceptional project management
expertise, leveraging 23 years of experience

S

Findings not ]

. . conducting more than 3,000 IT assessments,
communicated until Op - )
drafted delivering project success on time and on budget.

RFP #FDC-1220 Information Technology Security Auditing Services James Madison University



2. SECURANCE PLAN AND METHODOLOGY

JMU Resources Needed to Complete the Project

When a contract or statement of work is executed, there are specific items Securance will need to
perform the project. To ensure that JMU gets the most out of its partnership with Securance, we
have provided an initial list of information, access requests, and documentation our experienced
team will need to hit the ground running.

I Access to JMU’s Staff

@,

RESOURCES
NEEDED

n James Madison University

Adequate access to management and other key personnel for
consultation and interviews.

« Very little of these individuals’ time will be taken, but some contact will
be necessary

Access to a project manager for scheduling interviews with appropriate

JMU staff

Access to technical staff (if needed) during the length of the technical
testing (very little time needed)

Access 1o staff who have been identified for interviews during the length
of the project (approximately one hour each)

Immediate access on a part-time basis to a cybersecurity staff member
who can assist with questions (when needed)

Logical and Other Access Requests

IP addresses relevant to the project (external and internal network
penetration testing only)

User IDs and passwords for web applications | operating systems (if
needed)

Authority to access network components and operating systems (as
needed)

Rules of Engagement Memo (for vulnerability assessments and penetration
testing only; please see an example on the next page)

Client Assistance Request Summary (please see an example on pages 26-27)

Office Space for On-Site Work (As Needed)

Identification badges or equivalent should be available on arrival (if
needed)

Lockable cabinet for documentation

Workspace when on site

RFP #FDC-1220 Information Technology Security Auditing Services



2. SECURANCE PLAN AND METHODOLOGY

JMU Resources Needed to Complete the Project (continued)

Securance
2025 James Madison University Client Assistance Request
Location:
No. [Phase I Request Description Status/Notes/Comments
1 |External Network Please provide the contact information for the external network vulnerability
assessment.
2 |External Network Please provide a listing of all of the Internet-facing IP addresses to be assessed.
3 |External Network Please provide any specific IP addresses that are out-of-scope that may be hosted by 3rd
parties or too sensitive to be scanned.
4 |External Network Please provide any information related to the period of daytime when scanning can be
begin.
§ |Firewall Plf;.se provide the brand, version and firmware version of the firewalls to be assessed.
6 |Firewall Please provide the contact information for the firewall administrator.
7 |Firewall Please provide copies of the firewall config files.
8 |[Web Application Please provide the URLs of the web applications to be tested.
9 |Web Application Please provide a set of credentials of a typical standard user for authenticated testing of
the web applications.
10 |Web Application Please provide the contact information for the web application administrator.
11 |Security Policies Please provide copies of all IT policies, procedures, standards and guidelines.
12 |Security Policies Please provide an IT organization chart.

RFP #FDC-1220 Information Technology Security Auditing Services James Madison University a




2. SECURANCE PLAN AND METHODOLOGY

JMU Resources Needed to Complete the Project (continued)

9 MEMORANDUM

B James Madison University RFP #FDC-1220 Information Technology Security Auditing Services Confidential



2. SECURANCE PLAN AND METHODOLOGY

JMU Resources Needed to Complete the Project (continued)

6 MEMORANDUM

— RFP #FDC-1220 Information Technology Security Auditing Services James Madison University a



2. SECURANCE PLAN AND METHODOLOGY

Sample Deliverables

Management Report

Within one week of completing our fieldwork for each IT audit, Securance will provide JMU with a
board-ready management report tailored to its environment and needs, and developed with input
from the City’s stakeholders and IT management. Our analysis of the risks identified within JMU’s
environment will take into account its threat profile and the likelihood and impact of exploitation
of existing vulnerabilities. The report will document our analysis, prioritize risks based on their
potential impact on the business, and provide realistic remediation recommendations aligned with
JMU’s risk appetite. Comprising two sections, the report will include an executive summary and a
detailed project report, each of which is described below.

During the engagement, if Securance identifies a vulnerability defined as urgent or critical
by the Common Vulnerability Scoring System (CVSS), or any other risk that we feel needs
immediate attention, our team will promptly notify JMU. Once JMU'’s staff has addressed
the risk or threat, Securance will reassess it to validate remediation success.

B James Madison University RFP #FDC-1220 Information Technology Security Auditing Services



2. SECURANCE PLAN AND METHODOLOGY

Sample Deliverables (continued)

RFP #FDC-1220 Information Technology Security Auditing Services James Madison University u




3. EXPERTISE, QUALIFICATIONS,
AND EXPERIENCE

A written narrative statement to include, but not be limited to, the expertise, qualifications, and
experience of the firm and resumes of specific personnel to be assigned to perform the work.

About Securance

More Than Two Decades of IT Audit Services

Securance is a 100-percent minority-owned limited liability company, certified as an 8(a), Small
Disadvantaged Business (SDB), and Minority Business Enterprise (MBE). Paul Ashe, JMU’s
proposed engagement manager (EM), founded Securance in March 2002. Since then, we have
performed more than 3,000 IT security assessments for clients in nearly every industry, including
numerous higher-education clients, helping them to align their cybersecurity postures with their
risk appetites.

Exclusively Staffed with Senior-Level IT Audit Professionals

To provide the highest-quality services, Securance only hires IT consultants with at least 15 years
of professional experience. Their expertise in security assessments, compliance standards, and
industry needs is our foundation. We tailor each project to the unique specifications required by
our clients’ IT environments, security and control standards, and business requirements. They are
committed to clear and proactive communication and will work with all relevant JMU departments
and staff to achieve the project objectives.

THE SECURANCE DIFFERENCE

HANDS-ON TECHNICAL RISK

EXECUTIVE TRANSLATED TO
LEADERSHIP ON BUSINESS RISK

EVERY PROJECT
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

The Securance Difference

A niche IT audit and cybersecurity and consulting firm,
Securance was founded more than two decades ago by a group
of executives from Big 4 accounting firms. Their vision was to
provide highly specialized IT consulting services to clients in

a wide range of industries, with unique advantages that only a
small business could offer. Among these benefits are the caliber
HAN DS'ON of our professional staff and the hands-on involvement of our

executive team in client projects.
EXECUTIVE

LEADERSHIP often turn much of the fieldwork on client projects over to less
ON EVERY experienced consultants. This is not the case with Securance.
PROJECT - | Our professional staff is limited to senior IT consultants with

Larger firms use senior resources to lead their businesses but

at least 15 — and, often, 30 or more — years of experience.
Senior staff members do not just lead our projects; they
execute them from cradle to grave. Our firm’s executives,
such as founder and president Paul Ashe and security lead Ray
Resnick, work alongside our staff consultants on every project.

We have worked with hundreds of clients over the years and
understand the disconnect that can occur when IT speaks one
language and business another. An assessment report filled

TECHNICAL

|
with technical jargon may be useful to a system administrator f R|$K
or engineer, but it provides little, if any, value to the C-suite. ’
Securance’s reports are written in plain English that both | TRANSLATED
technical and non-technical executives can understand. We ‘ TO BUS' N ESS
explain the potential adverse effect of each finding on business RISK

operations. This approach extends the value of our analysis
beyond the IT department, helping senior management understand
the risks and making our recommendations truly actionable.

Securance is the only IT audit firm that uses generative artificial
intelligence (GenAl) and large language models (LLMs) to
enhance its approach to identifying and assessing technology
risks. Our proprietary GenAl technology uses OpenAl's GPT-4
model, an LLM with 1 trillion parameters, to analyze large amounts
of multimodal data, identify patterns and potential risks in a client’s
technology environment, and, even, predict security breaches and
failures. Armed with this insight, Securance tailors its assessment
approach to fit each client’s organization, address industry
concerns, and target technology-specific threats.
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

We Understand Education

The education sector is at high risk for cyber attack because of the breadth and nature of data they
store on students and staff, including personally identifiable, healthcare, and financial information.
Schools and colleges are also at increased risk because of the size of their attack surfaces, due to
the digital capabilities afforded to staff and students via portable devices and the applications used
for instruction and tracking, as well as their use of open networks.

Some of the unique challenges the education sector faces include increased attack frequency,
limited IT resources, legacy infrastructure, a general lack of cyber awareness, and the need to
balance academic openness with cybersecurity. To enable the safe and legally compliant handling
of sensitive information, universities like JMU need a cybersecurity partner who understands these
challenges, as well as the evolving nature of cybersecurity threats. Securance is that partner, and
our experience and expertise prove this.

Securance Experience with Education at a Glance

23 years as a firm serving community college systems, private colleges, major research
universities, boards of education, and K-12 school districts.

» Senior cybersecurity consultants, each with more than 15 years’ experience serving the
education sector.

P 50 education and 400 government clients.

Given our qualifications, Securance will bring specific value to JMU, including:

Experience conducting a variety of IT audits and security assessments for educational

institutions and other public entities, inc!uding_

Familiarity with the needs of public entities in Virginia through several successful partnerships in
the state. Besides

Guaranteed responsiveness and continuous communication with JMU’s audit department,
including on-site work as required, to expedite project completion.

Familiarity with GLBA, HIPAA, and FERPA requirements and other regulations relevant to JMU.

b Dedication to making findings and recommendations understandable and actionable for all
stakeholders.
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Similar Clients

Below is a sample of clients that have engaged Securance for IT services similar to those sought
by JMU.
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Case Studies
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Case Studies
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Case Studies
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE
Securance’s Dedicated Project Team
The expertise and experience of the key personnel listed below align with JMU’s definition of “certified

professional.” If any of these consultants are unavailable when work starts, Securance will propose an
equally experienced substitute for approval. All JMU audits will be led by certified professionals.

"/ . 5 e - > SE—
| Paul Ashe W

] 26 years’ experience
E President and Engagement Manager

|

h

CISSP, CISA, CMMC-AB RP (pending), CPA, HCISPP
(pending), C | CISO (pending)

( Ray Resnick .
g Chris Bunn

26 Years’ Experience ‘ |

Senior IT Audit Consultant S e e

| CISSP, CISM, CCNA, CCSP, CDPSE, CEH | PSRl pUA CORSH ot
| CISA, CISSP, CHP, CMMC-AB RP

CMMC-AB RP, Security +

Jerry Bruggeman

31 Years’ Experience
Senior IT Audit Consultant
CISA, Security+

6
\
|
l Supporting Consultants As Needed*

*Securance employs 32 other W2 IT professionals and security consultants that we can leverage to
meet JMU's needs. A sample list with a summary of qualifications begins on page 49, and their full
resumes will be provided upon request.
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Securance’s Dedicated Project Team — Key Personnel

PAUL ASHE

£ ¥}
“ b ok

President and Engagement Manager | Securance Consulting

EDUCATION

Master of Science
Accounting Information Systems

Bachelor of Science
Accounting and Management
Information Systems

PROFESSIONAL CREDENTIALS
Certified Public Accountant (CPA)

I Certified Information Systems
Security Professional (CISSP)

Certified Information Systems ‘;
Auditor (CISA)

I Healthcare Information Security
and Privacy Practitioner (HCISPP)
(pending) 4

I Cybersecurity Maturity Model !
Certification Registered i
Practitioner (CMMC RP) (pending) ﬁ

I Certified Chief Information Security ‘
Officer (C | CISO) (pending) 1

n

RELEVANT EXPERTISE

Ui AU EAFCKIEING

Paul has provided hands-on project management to lead
Securance engagements over the past 23 years. A former
IT consultant for Ernst & Young, he translates his knowledge
and experience into an effective, time- and budget-conscious
project management style. Paul conducts IT audits, reviews,
and technology-specific vulnerability assessments and
penetration tests for clients in nearly every industry and is an
expert in implementing and assessing security frameworks.
RELEVANT EXPERIENCE

Active Directory Reviews

Cloud Security

Database Assessments | Data Security

Endpoint Security

Enterprise | Web Application Testing

Firewall | Router Configuration Reviews

Internal | External | Wireless Network Security

IT Governance

Process and Practice Improvement

Project Management

b Vulnerability Assessments

Project Management: Paul has led Securance engagements from kick-off to final report for 23 years.

Cyber Resilience: Paul helps organizations identify threats, risks, and vulnerabilities, and establish
full-scale cyber resilience programs to harden their security postures.

IT Security Audits: Paul helps clients identify technical and operational risks and vulnerabilities,
develops prioritized remediation recommendations, and guides organizations to focus their
resources in the right areas and make informed decisions about IT risk management.

Data Security: Paul is skilled in helping organizations protect the confidentiality, integrity, and

availability of their critical data.
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Securance’s Dedicated Project Team — Key Personnel (continued)

RELEVANT ACHIEVEMENTS
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Securance’s Dedicated Project Team Key Personnel (continued)

CHRIS BUNN
37 YEARS OF IT AUDIT EXPERIENCE

Senior IT Audit Consultant | Securance Consulting

EDUCATION I Chris is an expert in IT assessments, from best-practice
standards to cloud security reviews. His expertise in
improving IT processes, evaluating security, assessing and
remediating potential threats, and resolving issues caused by
Bachelor of Science internal and external cyber attacks has benefited numerous
educational institutions and other government entities.

Master of Science

Management Information Systems

Computer Science for Business

PROFESSIONAL CREDENTIALS RELEVANT EXPERIENCE
Certified Information Systems . Cloud Security
Security Professional (CISSP) Data | Information Security
Certified HIPAA Professional Federal and State Regulatory Compliance (e.g., GLBA,
(CHP) HIPAA, FERPA)
Cybersecurity Maturity Model IT Audits

Certification Registered

IT Best Practice Deployment (e.g., ISO 27002)
Practitioner (CMMC RP)

IT Governance
Certified Information Systems

Network Device Security Reviews

Auditor (CISA)
Policy and Procedure Development | Review
Process and Practice Improvement
Vulnerability Assessments and Penetration Testing
Web Application Testing
RELEVANT EXPERTISE

IT Governance: Chris is an expert in assessing and developing | implementing IT policies and
procedures to ensure efficient operations and compliance with regulatory requirements.

IT Best Practice Assessments: Chris’s extensive knowledge of IT security framework standards,
including NIST, ISO, COBIT, and ITIL, allows him to provide a holistic assessment across all areas
of cyber risk management.

Network Security: Chris excels at identifying and exploiting vulnerabilities in networks, routers,
switches, and firewalls and providing actionable remediation recommendations to address each
specific vulnerability.
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Securance’s Dedicated Project Team — Key Personnel (continued)

RELEVANT ACHIEVEMENTS
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Securance’s Dedicated Project Team — Key Personnel (continued)

PRIOR ACHIEVEMENTS

I East West Bank | 2012 | Senior Information Security Consultant | Responsible for execution of
compliance and risk management projects within the Information Security department of the IT division;
developed an IT risk management framework for national and international operations; developed
and implemented IT policies and procedures, vendor risk management program, and daily monitoring
procedures of critical and high-risk applications and platforms.

Experis Finance/Accretive Solution | 2006—20111 Senior Risk Advisory Services Consultant | Managed
and executed IT audits for various organizations across industries. Audit topics included regulatory
compliance, data governance, general computer controls, business continuity, enterprise application
controls and security, and process improvement.

University of Florida | 2005-2006 | IT Audit Manager | Planned, supervised, and conducted audits of
enterprise applications, data warehouse and reporting systems, financial systems, operations, advisory
services, and other projects undertaken by the Office of Audit and Compliance Review; supervised
and performed HIPAA compliance audits.

I BDO Seidman LLP | 2003-2005 | IT Audit Manager | Member of the BridgeMark risk consulting
and advisory services practice; responsible for SAP business intelligence (Bl) and governance | risk |
compliance advisory services for mySAP ERP with NetWeaver, PeopleSoft, and other service-oriented
architecture ERP systems; responsible for project management in technology risk and security,
business process improvement, Bl and advanced analytics, regulatory compliance, and internal IT
audits.

Computer Sciences Corporation | 2000-2003! IT Audit Supervisor | Responsible for the
management and execution of service organization (SOC Type Il), compliance, internal
information system, and pre- and post-implementation audits.

Ernst & Young LLP | 1997-2000 | IT Audit Manager | Member of Information Systems Assurance
and Advisory Services (ISAAS) practice; responsible for service organization, general computer
controls, IT process reviews, information security engagements, application control consulting,
and internal IT audits.

Lockheed Martin | 1994—1997 | IT Audit Supervisor | Performed risk-focused audits of enterprise
applications and platforms, system implementations, the enterprise network, engineering online
security, and eCommerce security.

SunTrust Bank 1987-1994 | IT Audit Supervisor | Responsible for audits of computer operations,
networks, information security policies, enterprise applications, and telecommunications.

Blue Cross and Blue Shield of Florida | 1984—1987 Senior IT Auditor | Supervised reviews of
information systems and controls.
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE
Securance’s Dedicated Project Team — Key Personnel (continued)

RAY RESNICK

TR v
VIEA | OF 1T 4 f

Senior IT Audit Consultant | Securance Consulting

EDUCATION Ray, a retired Commander and Special Operations Officer
for the U.S. Navy, specializes in analyzing organizational
security needs, assessing existing security posture, and
implementing plans to mitigate risks to an acceptable level.
PROFESSIONAL CREDENTIALS Ray can work with IT staff at all levels to address risks,
vulnerabilities, and gaps that hamper security in the IT
environment.

Bachelor of Science

Accounting

» Certified Information Security

i
Manager (CISM) '
I Certified Information Systems : RELEVANT EXPERIENCE
Security Professional (CISSP) ! Active Directory Reviews
J
b Certified Cloud Security I Cloud Security

Professional (CCSP) | I Cybersecurity Evaluations

Certified Data Privacy Solutions
Engineer (CDPSE)

Certified Ethical Hacker (CEH)

D Cisco Certified Network
Associate (CCNA)

I CompTlA Security + Certified

{ B Database and Operating System Security
P Enterprise and Web Application Security

» Firewall and IDS | IPS Deployment

I Internal | External | Wireless Network Security

I Risk and Threat Analyses

Cybersecurity Maturity Model I Server Configuration Reviews

Certification Registered P Voice over Internet Protocol (VoIP) Assessments

Practitioner (CMMC RP) b Vulnerability Assessments and Penetration Testing

RELEVANT EXPERTISE

IT Risk Assessments: Ray has been identifying and prioritizing IT security risks for 25 years. His
extensive knowledge of IT security framework standards, such as NIST, ISO, COBIT, and ITIL
allow him to take a holistic approach across all areas of cyber risk management.

Advanced Penetration Testing: Ray is an experienced ethical hacker, skilled in advanced
penetration testing techniques and performing configuration reviews of firewalls and other critical
technologies to help organizations protect against potential threats.

IT Best Practice Standards: Ray is well-versed in IT security best practice standards, such as the
NIST CSF 2.0, and excels at assessing organizations against those standards and developing
gap analyses.
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Securance’s Dedicated Project Team — Key Personnel (continued)

RELEVANT ACHIEVEMENTS
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Securance’s Dedicated Project Team — Key Personnel (continued)

PRIOR ACHIEVEMENTS

» Copper Collar Enterprises, LLC | 2012—-2018 | Information Security Engineer | Conducted vulnerability
scanning, attack and penetration studies, analyzed information and physical security vulnerability
assessments; analyzed data security controls to identify weaknesses; designed remediation strategies.

Verizon Communications | 19982003 | Database Administrator | Performed database installs, loads,
and data conversions. Tuned and altered databases and tables to increase performance. Prepared
custom database reports with SQL and shell scripts. Wrote stored procedures, triggers, and database
views to increase efficiency and security. Scheduled and performed database back-ups. Troubleshot
application code for SQL errors and potential SQL injection vulnerabilities.

Verizon Communications | 1998-2003 | Senior Systems Engineer | Developed automated
tools to improve system reliability and disk and CPU utilization; planned, coordinated, and
performed application testing, installation, and patch management; responsible for installing,
managing, and administering servers, providing training and technical support to end users, and
maintaining system documentation.

United States Navy Reserve | 2002—2003 | Commander | Served as Executive Officer, Operations
Department Head (N3), Inspector General, Information Technology and Physical Security Department
Head (N6), and Intelligence Department Head (N2); responded to crisis management situations in the
United States Central Command Area of Responsibility (USCENTCOM AOR). Supervised Crisis Action
Team (CAT cell), Joint Personnel Adjudication System (JPAS), and internal badging systems for U.S.
Naval Forces Central Command (NAVCENT); prepared and delivered briefings to Flag Level officers
regarding political, military, security, and terrorism matters.

United States Navy | 1991-2007 | Deputy Assistant Chief of Staff Naval Liaison Officer | Performed
high-level negotiations with senior governmental officials and military officers from 53 coalition
nations; responsible for operational planning efforts of U.S. and coalition maritime assets during
wartime environment.
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Securance’s Dedicated Project Team — Key Personnel (continued)

JERRY BRUGGEMAN
32 YEARS OF IT AUDIT EXPERIENCE

Senior IT Audit Consultant | Securance Consulting

EDUCATION | Jerry is a versatile cybersecurity expert with a strong
V background in risk management, networking, IT
administration, and IT security. He has helped create and

Bachelor of Science

Cybersecurity | maintain robust information security programs for large
PROFESSIONAL CREDENTIALS ‘ organizations in both the private and public sectors,
' including the U.S. military. Jerry has significant experience
CompTlA Security + Certified ' conducting internal audits and applying regulatory and best-
Certified Information Systems practice frameworks.
Auditor (CISA) | RELEVANT EXPERIENCE
Active Directory Reviews
Cybersecurity Assessment
} Database Assessments
i Enterprise and Web Application Security
| Firewall and IDS | IPS Deployment
IT Audits
IT Governance
% Network Assessments, e.g., Internal | External | Wireless
Regulatory and Best-Practice Alignment (e.g., ISO 27002)
VoIP Assessments
Vulnerability Assessments and Penetration Testing
RELEVANT EXPERTISE

¥ Vulnerability Assessments | Penetration Testing: Jerry is an ethical hacker with a passion for
penetration testing, cyber security, and information security. His exceptional ability to think like a
hacker and probe for security vulnerabilities helps organizations enhance their security postures and
protect against potential threats.

Best Practice Frameworks: A former director of IT for numerous organizations, public and
private, Jerry is an expert in assessing compliance with best practice standards such as ISO,
NIST, and COBIT.
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Securance’s Dedicated Project Team — Key Personnel (continued)

RELEVANT ACHIEVEMENTS WITH SECURANCE
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3. EXPERTISE, QUALIFICATIONS, AND EXPERIENCE

Securance’s Dedicated Project Team — Key Personnel (continued)

PRIOR ACHIEVEMENTS

» HealthPlan Services (Wipro) | 2020-2023 | Director of Information Security | Provided subject
matter expertise in risk assessment, compliance, and technical security.

P VASTEC | 2013-2020 | Director of Information Security | Spearheaded IT security program,
developed disaster recovery and incident response plans, conducted IT risk assessments,
performed and analyzed vulnerability scans, and administered virtual environments.

D U.S. Air Force, 52nd Combat Communications Squadron | 2010—-2013 | Chief of Cyber Systems
Operations | Managed a 120-person team across five work centers, conducted vulnerability and
risk assessments, tracked and reported KPIs, and developed and deployed tactical networks.

U.S. Air Force, 14th Weather Squadron | 2005-2010 | Manager, Information Assurance | Managed
unit network security programs and assessments; conducted vulnerability and risk assessments.

U.S. Air Force Weather Agency | 2002-2005 | Lead Infrastructure /Information Assurance
Technician | Led and trained team responsible for administering and managing the weather
network.
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4. ATTACHMENT A: OFFEROR DATA
SHEET

ATTACHMENT A
OFFEROR DATA SHEET
TO BE COMPLETED BY OFFEROR
1.  QUALIFICATIONS OF OFFEROR: Offerors must have the capability and capacity in all respects

to fully satisfy the contractual requirements.

2. YEARSIN BUSINESS: Indicate the length of time you have been in business providing these types
of goods and services.

Years_23 Months

3. REFERENCES: Indicate below a listing of at least five (5) organizations, either commercial or
governmental/educational, that your agency is servicing. Include the name and address of the person
the purchasing agency has your permission to contact. pjegse note that our clients prefer to be contacted first via email

4. List full names and addresses of Offeror and any branch offices which may be responsible for
administering the contract.

Securance LLC

13916 Monroes Business Park, Suite 102

Tampa, FL 33635

5. RELATIONSHIP WITH THE COMMONWEALTH OF VIRGINIA: Is any member of the firm an
employee of the Commonwealth of Virginia who has a personal interest in this contract pursuant to
the CODE OF VIRGINIA, SECTION 2.2-3100 - 3131?
[ TYES [VINO
IF YES, EXPLAIN:
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5. ATTACHMENT B: SMALL
BUSINESS SUBCONTRACTING PLAN

ATTACHMENT B

Small, Women and Minority-owned Businesses (SWaM) Utilization Plan
Offeror Name: _Securance LLC Preparer Name: _Shawn Johnson

Date: 01.27.2025
Is your firm a Small Business Enterprise certified by the Department of Small Business and Supplier

Diversity (SBSD)? Yes No_ v

If yes, certification number: Certification date:
Is your firm a Woman-owned Business Enterprise certified by the Department of Small Business and
Supplier Diversity (SBSD)? Yes No v

If yes, certification number: Certification date:
Is your firm a Minority-Owned Business Enterprise certified by the Department of Small Business and
Supplier Diversity (SBSD)? Yes No_v

If yes, certification number: Certification date:
Is your firm a Micro Business certified by the Department of Small Business and Supplier Diversity
(SBSD)? Yes No_v

If yes, certification number: Certification date:

Instructions: Populate the table below to show your firm's plans for utilization of small, women-owned
and minority-owned business enterprises in the performance of the contract. Describe plans to utilize
SWAMs businesses as part of joint ventures, partnerships, subcontractors, suppliers, etc.

Small Business: "Small business " means a business, independently owned or operated by one or more
persons who are citizens of the United States or non-citizens who are in full compliance with United States
immigration law, which, together with affiliates, has 250 or fewer employees, or average annual gross
receipts of $10 million or less averaged over the previous three years.

Woman-Owned Business Enterprise: A business concern which is at least 51 percent owned by one or
more women who are U.S. citizens or legal resident aliens, or in the case of a corporation, partnership or
limited liability company or other entity, at least 51 percent of the equity ownership interest in which is
owned by one or more women, and whose management and daily business operations are controlled by one
or more of such individuals. For purposes of the SWAM Program, all certified women-owned
businesses are also a small business enterprise.

Minority-Owned Business Enterprise: A business concern which is at least 51 percent owned by one or
more minorities or in the case of a corporation, partnership or limited liability company or other entity, at
least 51 percent of the equity ownership interest in which is owned by one or more minorities and whose
management and daily business operations are controlled by one or more of such individuals. For purposes
of the SWAM Program, all certified minority-owned businesses are also a small business enterprise.

Micro Business is a certified Small Business under the SWaM Program and has no more than twenty-
five (25) employees AND no more than $3 million in average annual revenue over the three-year period
prior to their certification.

All small, women, and minority owned businesses must be certified by the Commonwealth of
Virginia Department of Small Business and Supplier Diversity (SBSD) to be counted in the SWAM
program. Certification applications are available through SBSD at 800-223-0671 in Virginia, 804-

786-6585 outside Virginia. or online at http:/www.sbsd.virginia.gov/ (Customer Service).

RETURN OF THIS PAGE IS REQUIRED
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6. VASCUPP MEMBER SALES

Identify the amount of sales your company had during the last twelve months with each
VASCUPP Member Institution.

During the past 12 months, Securance has completed projects for one VASCUPP member
institution, Radford University. The combined contract value for these projects was $100,795.

(The remainder of this page has been deliberately left blank.)
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/7. PROPOSED COST

Securance has provided offsite and onsite hourly rates by position in the table below.

Position Hourly Rate
Offsite Work 7 o * o
© Semior Project Manager o suo
Project Manager 7 S $15.0 o
* Senior IT Security | Audit Consultant sus
I?Sééurityl/\udit Consultant - 7 - $135 7 -
© SeniorIT Security Engineer $145
SeniorNetwork Engineer ~ $B0
EAudit Manager 7$155 -
 TechnicalWriter 75
OnsitéWork 7 o
~ Senior Project Manager - ” $140
© ProjectManager  sn10
Senior IT Security | Audit Consultant  sus
IT Security | Audit Consiultiant 7 S igk': 7
. SeniorIT Security Engineer N $145
Ser{ior Netwérk IVEngiinieeir 7 7 D : . $1307
IT AuditiMane;g;ér $155 -
Technical Witer g5

*Each assessment completed by Securance is reviewed by a consultant independent of the project, to ensure that
the engagement thoroughly addresses all scope items, all observations are factual and appropriately documented,
recommendations are feasible and customized to the client, and all assessment components adhere to the firm’s
quality control standards.

The professional fees listed above are inclusive of all out-of-pocket expenses, and JMU will NOT
be billed for expenses such as mileage, meals, and incidentals.

RFP #FDC-1220 Information Technology Security Auditing Services James Madison University




7. PROPOSED COST

Hourly Rates

Securance is proposing the hourly rates listed on the previous page, inclusive of labor, travel

(if necessary), system licenses, and other reimbursable expenses. The hourly rates apply to all
tasks and personnel resources required to complete this project. Any follow-up assessments or
consulting engagements will be billed at the same hourly rates.

Payment Terms

Securance will submit an invoice after delivering a draft management report. All fees are due within
30 days following receipt of invoice. Securance will deliver the final management report following
receipt of payment.

If you have questions or would like additional information, do not hesitate to contact us. We want
to make sure you have everything you need to make your decision.

Ve want to ner with you and will be your best part

(The remainder of this page has been deliberately left blank.)
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THE GROWING CHALLENGE IN CYBERSECURITY

Inaccurate or Outdated
Threat Intelligence

Overload of Threat
Intelligence

Compliance and Regulatory
Challenges

Incompatibility with
Existing Systems

Irrelevance of Generic

Threat Information Alert Fatigue

Resource Strain Lack of Actionable

Insights
Inefficient Threat Delayed Response
Prioritization to Threats
REDUCE ALERT FATIGUE RECEIVE ONLY RELEVANT INFORMATION PRIORITIZE THREATS
- CTIQ

REVOLUTIONIZE
YOUR CYBER Endpoint © |
DEFENSE e
WITH AI-POWERED
INTELLIGENCE e

. Advanced
»—-Persistent Threat

Penetration Testing

Web App
“"Firewall

User Behavior Analytics -———

Managed Security o — Firewall
Operations Center (SOC)
. : o s -—-——Cybersecurity Program
File  Message Help Acrobat
B-B0 9% Bmowns @8 v
ACTION REQUIRED - Threat Intelligence CTIQ utilizes advanced Al technology to gather real-time data from
Dear G150 and Cyber Analst various intelligence sources and centralizes it into one platform.
The fllowing hrets could offectyour enironment and You will receive emails that provide clarity, context, and actionable
rgent: Sl Bckcoor M- Versions 20194 remediation recommendations specific only to the technology in
roug .2 -
Client Affected Technologies: hostname — slrwdsprd yO u l’ e nVi rO n m e nt.
Verified Yes | No = kon, Liation Fla/se b
Critical: Mi ft ge - Web Shell
Versions 2010, 2013, 2016, 2019
Client Affected Technologies: hostname — exchangeprd BECOME A BETA CL'ENT
Verified Yes | No - kot ot . Pl
CTIQ - Threat Team
www.cybertiq.io
https://cybertig.io/ | info@cybertig.io
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